WEST BENGAL COUNCIL OF HIGHER SECONDARY EDUCATION
VIDYASAGAR BHAVAN
9/2, Block DJ, Sector 11, Salt Lake, Kolkata-700091

Tender Notice No:- 11/E-Tender/2026-27 Date:- 07/08/2026

NOTICE INVITING TENDER

The West Bengal Council of Higher Secondary Education (WBCHSE) invites
online e-tenders through the West Bengal e-Tendering portal from reliable,
experienced, and bonafide agencies/vendors for the supply, installation, and
configuration of Antivirus Software (Quick Heal Seqrite Endpoint Security -

Admin Console) for the Vidyasagar Bhavan (H.O.) and four Regional Offices.

The tender process will be conducted online on the West Bengal e-Procurement
system. Interested agencies are requested to visit Council website at

www.wbchse.wb.gov.in and W.B. Govt. website at https/wbtenders.gov.in w.e.f.

12/08/2026 for details.

i ety

Dy. Sécretary (Administration)
W.B. Council of H.S. Education
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WEST BENGAL COUNCIL OF HIGHER SECONDARY EDUCATION
VIDYASAGAR BHAVAN
9/2, Block DJ, Sector II, Salt Lake, Kolkata-700091

Tender Form

2026-2027

Supply, installation, and
configuration of Antivirus Software
(Quick Heal Seqrite Endpoint
Security - Admin Console) for the
Vidyasagar Bhavan (H.O.) and four
Regional Offices
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WEST BENGAL COUNCIL OF HIGHER SECONDARY EDUCATION
VIDYASAGAR BHAVAN
9/2, Block DI, Sector 11, Salt Lake, Kolkata-700091

Tender Notice No:- 11/E-Tender/2026-27 Date:- 07/08/2026

NOTICE INVITING TENDER

-

The West Bengal Council of Higher Secondary Education (WBCHSE}) invites online e-tenders through
the West Bengal e-Tendering portal from reliable, experienced, and bonafide agencies/vendors for the
supply, installation, and configuration of Antivirus Software (Quick Heal Seqrite Endpoint Security -
Admin Console) for the Vidyasagar Bhavan (H.O.) and four Regional Offices.

L. Scope of Work & Requirement
SI No. Item Description Quantity Destination
: (Users)
L. Quick Heal Seqrite Endpoint Security (Admin | 150 approx West Bengal Council of
Console) for 3 years Higher Secondary
Education (Head Office &
4 Regional Offices)

I1. Technical Specification with end point Security:

1.

9.
10.

Must offer comprehensive Endpoint Security by protecting enterprise networks from virus,
Trojans, worms, hackers, network viruses, mixed threat attack from multiple entry points, and
spyware.

Must have GoDeep.Al Technology for advance malware protection,

Update Agent/ Managers: Should have the capability to create multiple update agents/ Manager
to distribute updates load in large network environment that reduce bandwidth consumed during
definition updates.

Boot Time Scan, Centralized defragmentation and tuning of all End Points. Must have the
capability to disconnect infected endpoints from the network.

Must have the capability to grant allow, block, read-only access to various devices.

Must have the capability to regulate the use of Wi-Fi and Bluetooth connections. Provision to add

‘white listed Wi-Fi SSID in Device Control Wi-Fi configuration. Endpoints will only able to

connect to white listed Wi-Fi SSID.

Must have the capability to contro}l and regulate PCMCIA devices, MTD/SCSI Card reader
devices etc.

Must have the capability to track hardware changes happening on endpoints. E.g. RAM Changed,
Processor changed, etc.

Must have the capability to collect system and hardware information related to remote endpoints.
Must have the capability to detect Distributed Denial of Service (DDoS) Attacks.
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12.
13.
14.
15.
16.
17.
18.
19.
20.
21.

22.
23.

24,
25.

26.

27.
28.

29.
30.
31
32.
33.
34.

35,

. Must have the capability to generate reports for potential security breaches, policy violations, and

suspicious traffic flow.

Must have capability to schedule vulnerability scan periodically in order to get latest reports of
vulnerabilities present in the network.

Must provide the flexibility to create firewall rules to filter connections by IP address, port
number, or protocol, and then apply the rules to different groups of users,

Must have the capability to examine and control all incoming and outgoing traffic per configured
settinge for ports, source, or origin or destination address.

Must have the capability to scan incoming emails encrypted over SSL/TLS protocol.

Must have the capability to assign different policy configuration to each group.

Remote installation on single endpoint or on entire IP range.

Group Administrator to manage certain groups and policies associated with the group.

Must support Multi Factor Authentication for administrators.

Allow temporary access of USB Pen drives to authorize users using an administrator-generated
OTP valid for at least up to 1 month.

Must have capability to generate Host Integrity report showing compliant and non- compliant
endpoints.

Must have the capability to prevent a user from accessing the operating system in safe mode.
Must have the capability to improve performance of endpoints by cleaning junk files and deleting
invalid registry/disk entries.

Must have capability to analyses suspicious file in controlled environment viz sandbox.

Must Monitors confidential company files and notifies administrators when such files are copied,
renamed or deleted.

Must have Endpoint threat hunting features which is used to detect, collect, and control IoC data
from each of the endpoints.

Centralized defragmentation and tuning of all End Points.

FAM (File Activity Monitoring) including copy, rename, delete and modify, Anti-Malware AV
test.

Customizable Critical Data Backup option for Ransomware protection, Boot Time Scan.

Must have the capability to display license key for MS Office (last 4 digits).

Additional Terms and Conditions- ATC.

OEM bid specification MAE must be submitted with technical bid and technical specification
compliance should be submitted with the bid. '

Offered product must have Customizable Critical Data Backup option for Ransomware protection
with custom file add option for backup.

Solution having Malware & Ramsomware protection with Go Deep.Al technology to prevent
automatically from unknown threats.

The Solution should have AV-Test 24 Certification in Endpoint security category., 1SO 27001 in
network, Data protection and privacy.
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II1. Terms & Conditions:-

1.

2.
3.
4

10.

a) Bids would be quoted per user basis.

b) Rates should be inclusive of any taxes and installation charges.

Contract Period: 3 years

Earnest money of Rs. 10,000/~ to be paid by Bank Draft in favour of W. B. Council of H. S.
Education, payable at Kolkata and the original demand draft should be submitted physically at the
Administration section, 3™ floor, Vidyasagar Bhavan, Salt Lake, Kolkata- 700091 within the last
working weekday prior to the bid closing date. Online Net Banking or NEFT/RTGs is not
applicable.

Earnest money of the Agency shall be liable to be forfeited if the Agency withdraws his tender after
acceptance of the tender by the Council,

Earnest money in respect of the successful Agency will automatically be converted into security
deposit which will not carry any interest. '

Security deposit of the successful Agency will be released after satisfactory execution of the work.
The bidder must be a registered IT company/Firm with valid Trade License, PAN, GSTIN, and P.Tax
registration certificates. Self attested photocopies of Pan Card, GST Registration Certificate, up-to-
date IT Return, PT Return and Trade License, MAF shall have to be submitted.

The bidder must have a proven track record of supplying and supporting enterprise-grade
antivirus/endpoint security solutions to Government Departments, Autonomous Bodies, or reputed
educational institutions.

The Council also reserves the right to reject any tender or any part thereof at any stage without
assigning any reason there for.

1V. Date and Time Schedule:

Sk No.

Particulars Date & Time
Date of uploading of N.LT. & other Documents
1 (online) (Publishing Date) 12.08.2026
’) Documents download (online) 12.08.2026
3 Bid submission starting date (online) 12.08.2026
4 Bid Submission closing date (online) 03.09.2026 or available

server slot

Bid opening date for Technical proposal (Folder 1 :
5 Prequalification documents and Folder 2 : Technical To be notified later
submission by bidder) (Online)

6 Date of uploading list for Qualified Bidder in Technical

To be notified later
Proposal

7 Date for opening of Financial Proposal (online) To be notified later

[ L (G
Dy. Secretary (Administration)
W.B. Council of H.S. Education
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